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Persistence

Article Source: 
ER: Make USB stick persistent?  #137 https://github.com/pbatard/rufus/issues/137
ER: Add Casper persistence support  #691 https://github.com/pbatard/rufus/issues/691

================================================================================
IMPORTANT NOTE: This is an investigative enhancement request, to figure out the feasibility of adding 

persistence support. It does NOT mean in any way shape of form that persistence support is going 
to be added in a future version of Rufus.

According to the following (https://help.ubuntu.com/community/LiveCD/Persistence), the way to 
enable persistence is either to:

create a partition with label "casper-rw" and formatted with an ext2 file system (or later)

create an image, at the root level of the device, called /casper-rw and formatted with an ext2 file 
system (or later)

As there exist ext2 formatting tools for Windows (mke2fs, genext2fs...), it looks like what would be 
required to add persistence in Rufus, is add the ability to format either an image or a partition to 
ext2. This may however require more effort than it looks, as if we want to reuse any code, it needs 
to be GPLv3 compatible, which genext2fs isn't for instance. So we may have to write our own ext2 
formatting code from scratch...

https://github.com/pbatard/rufus/issues/137
https://github.com/pbatard/rufus/issues/691
https://help.ubuntu.com/community/LiveCD/Persistence


General Issues and Complaints

Incompatible Images 

There are various vendors that make ISOs to be incompatible when 
converting them from a CD/DVD-ROM format to a USB format, for example:

Acronis True Image
• Uses a boot method that is incompatible with Rufus, so stop asking already. 

Note that newer versions should be compatible with UEFI boot however. 

Kaspersky Rescue Disk
• While they should really know better, the Kaspersky people decided that 

security through obscurity was a viable option, thereby making their ISO 
incompatible with Rufus. Bad, Kaspersky, bad! 

OpenSUSE LIVE ISOs, and its derivatives such as Mandriva / Mageia
• This should only apply when trying to run the pre Leap Live images (pre-

Leap installation should be okay, barring one potential issue, and Leap 
rescue more should also run fine). This mostly had to do with the openSUSE
maintainers having decided to restrict Live support to a file system 
(ISO9660), which was too limiting for Windows usage. Hopefully, the Leap 
releases will make this a thing of the past. 



General Issues and Complaints

Problematic Images 

• Chromium / ChromeOS images
• While the image can be written successfully in DD Image mode, once 

written you will NOT be able to repartition/reformat your USB from 
Windows if you used any application that tried to clean the drive, such as 
diskpart or Rufus 2.9 or earlier.

• This is linked to the fact that the Windows "clean disk" command 
(IOCTL_DISK_CREATE_DISK) does not properly erase all of the MBR/GPT 
structures and leaves artifacts behind that Windows cannot handle 
properly. Unfortunately, this means that the only option to recover your 
drive is to erase it in Linux...

• Rufus 2.10 and later include a workaround, so that, at the very least, it 
does not leave your drive inoperable from Windows, after trying to 
reformat a drive where Chromium was installed. But, because this is 
essentially a Windows bug, you will need to be cautious about which 
application you use to repartition or reformat a drive after installing 
Chromium on it. 



General Issues and Complaints

Incompatible Hardware 
• Lexar JumpDrive Secure USB device 
• PNY 16GB Retract USB (and some other PNY drives). This is due to a buggy firmware from PNY, and is 

not a Rufus issue. You may be able to recover your drive using either this or this tool. 

Incompatible Software 
• ASUS USB 3.0 Boost Storage Driver 
• Avira Antivirus 
• Bit Defender Client Security 
• Defraggler
• Explorer++ 
• Genie Timeline Backup Pro 
• MBR Filter 
• Open Hardware Monitor 
• Panda USB vaccine 
• Paragon ExtFS for Windows / Paragon HFS+ for Windows 
• RealPlayer Cloud 
• Sophos Antivirus if you have Peripheral Control Policy is set to disable access to USB storage devices. 
• Trend Micro OfficeScan and some other versions of Trend Anti Virus. 
• USB Drive Letter Manager (USBLDM) 
• Windows' ReadyBoost (if enabled on the drive you are trying to format)



ISO Tools

• https://sourceforge.net/projects/boot-repair-cd

• http://www.system-rescue-cd.org

• http://clonezilla.org/clonezilla-live.php

• http://www.ultimatebootcd.com

• https://gparted.org
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Filesystem Manipulation Tools

• http://www.syslinux.org

• https://sourceforge.net/projects/grub2win

• http://ms-sys.sourceforge.net

• http://e2fsprogs.sourceforge.net
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